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Confidentiality Statement

This document and any links or attachments may contain copyright material of SAI360 and/or
information that is confidential and subject to privilege. If you are not the intended recipient of
this document, please contact SAI360 immediately. In this case, you must not read, print,
disseminate, copy, store or act in reliance on this document or any of the accompanying
attachments; and you must destroy all copies of this document. This notice should not be
removed.
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Introduction

This document outlines the out-of-the-box features of the SAI360 Policy Management solution
and details how it supports the policy management process. The platform is fully configurable,
and adjustments can be performed as needed.

KEY BENEFITS

SAI360 Policy Management allows you to streamline your policy management program while
providing assurance to stakeholders.

AUTOMATE THE COMPLETE POLICY MANAGEMENT WORKFLOW

The solution allows you to manage the complete lifecycle of policies and procedures. Using an
intuitive workflow, you can ensure policies are reviewed and approved in time. Each step of the
process has automatic notifications in the system and via e-mail, including alerts for when due
dates are approaching.

CENTRAL VISIBILITY AND IMPROVED AWARENESS

A centralized repository allows you to centrally manage policies before publication. You can
search through published policies from the policy portal and limit access to policies as needed.

ADVANCED REPORTING

Manage your program using drillable dashboards with real-time reporting that provide visibility
into policy expiration and delayed review and approval workflows.



PROGRAM

SAI360 Policy Management uses an intuitive workflow that allows you to easily manage the policy
program. You can monitor the progress of policy creation, revision, and attestation and get
insights for continuous improvement.

Ensure Policy Awareness

Review and Approve Manage Actions
Policies

Create Policies Analyze Results

Figure 1: SAI360 Policy Management — Program.
CREATE POLICIES

Create and manage policies from a single repository.

REVIEW AND APPROVE POLICIES

Use a review and approval workflow with automatic notifications to ensure policy content is
accurate before you publish them.

ENSURE POLICY AWARENESS
Ensure policies are available to the relevant audience.
MANAGE ACTIONS

Create and monitor action items to address any issues found in your policy management
program.

ANALYZE RESULTS

Find areas for improvement using the interactive dashboards available in the solution.



Overview of Sections and Features
My Policies

Make policies available as a PDF in a policy portal that allows employees to search for policies
that are relevant to them and provide attestations.

@ Pollyanna (P

&  Policy
My Policies
My Policies New Policies
NAME CATEGO ATTEST. OWNER DATE P NAME CAT. DAT
Vacation polic
i, policy HR AA Admin 2 12/13/2021 No data to display
Rows per page: 25 v 1-10f1 Rows 25 v 0-0o0.

Figure 2: My Policies section.

Solutions / Policy / My Polic All Divisions Admin Alice (A

Employee Referral Policy - 1

publishDocument

Employee Referral Policy

SAiI360

Risk Employee Referral Reward Program

At SAI360, we pride I hiring the best-qualified for all positions. As a
current employee, you are the best ambassador for our business, and we encourage you to
exercise your support of the company and our recruitment process by referring qualified

candidates for our open positions. Eligible employees who refer candidates that result in a
successful hire will in tum be rewarded for those referrals in accordance with this program.

By following the rules below of the Referral Reward Program, you have the power to select your
work colleagues, and make some bonus! money! Win win!

Eligible Employees

The program is open to all regular employees with the following exceptions:
«  Any individual wha has influence over the recruitment decision (by having a role in the
interview and or hiring process)
«  Anyemployee who is director level, higher, or equivalent
o Any working in the Human Department

Terms and Conditions.

Document «  Allemployee referals must be submitted via Lever (our global applicant tracking
system). You can watch training on referrals here.

Rows per page: 25 ~ 1-100f 10 Rows .. 25 1-90.

Figure 3: Viewing a policy.



POLICIES
OVERVIEW

View key indicators for your policy management program so you can continuously improve your
it. Create new policies, pick up your latest revisions from where you stopped, or start working on
policies that are about to expire.

@ Admin Alice (A

OVERVIEW REVISIONS POLICIES
P — 36 28 36
+ New Policy
Incident New Version New Policies Policies Total

Internal Audit

REVISIONS BY STATUS
W Prevers [ Virte (N Feven (R Avprove

MY LAST REVISIONS

Internal Control

T Risk Policy#40 Last Updated 12/8/2021
acmD cLosep
Polic
— Policy #5 Last Updated 11/30/2021
- Policy #2 Last Updated 11/23/2021
Policies
Policy #1 Last Updated 11/23/2021
acD N WRITE
D
v S
REVISIONS BY TYPE TOP POLICIES TO EXPIRE
Regulatory Change .
Risk Clean Desk policy A Expiration Date 11/19/2021
aEDd
Vendor Risk Clean desk policy A Expiration Date 12/2/2021
3 GICIED CEEIED
Custom palicy Expiration Date 10/19/2022
[1 | Admin Marcio ] CREATE NEW REVISION
Questionnaire #5 Expiration Date 10/21/2022
[1 | Admin Alice ] CREATE NEW REVISION

Figure 4: Overview section.



CREATING POLICIES
The policy creation workflow consists of four steps: Prepare, Write, Review, and Approve.

PREPARE

Document the policy details, provide a description, category, expiration date, audience, and the
people responsible for writing and reviewing it.

c{) Solutions / Policy / Policies Search everything Q ®@ Admin Alice (A
= OVERVIEW Policy Revision
(=2 OVERVIEW
Prepare
A
A MY LA¢ Policy name *  Vacation policy 6] Owner* | Admin Alice us
B w [l Arprove
Policy#: Version* 1.0 Authors * | Admin Al
® h Versior 1. Authors min Alice
& Policy # Changetype  Business Reviewers *  Admin Alice
@
w Policy # Expire date = 12/13/2022 [rY
@
Policy # Policy category ~ HR
e} @eE
Change description E2 ™ C Hl H2 H3 B /J & U ¢ q &= = @ * ({1 Timestamp @
A
This policy applies to all employees, including contractors, and describes standard vacation policy.
i}
n Date 11/19/2021
: CEETID
E
ion Date 12/2/2021
= n Date 10/19/2022
&)
o ATE NEW REVISION
& . Preparation completed \n Date 10/21/2022
ATE NEW REVISION
& Update Cancel|
>

Figure 5: Preparation of a policy.

Once you set the preparation phase as completed, authors are notified to write the policy.



WRITE

Write the policy document and attach it to the policy. Once you send it for review, reviewers are
notified.

Solutions / Policy / Policies Search everything Q ® Admin Alice (A
OVERVIEW Vacation policy - 1.0

OVERVIEW 6

cies Total

Write

MY LAS Document browse &
SAI360 Vacation Policy.docx e
Vacatior

mm . Send for review
Policy#4
[ 1.0 | Ad] Comment £3 ) " HI H2 H8 B /7 & U & 9 = |2 @ » 0 Tim@sjtamp ]

Policy # Written by Admin Alice, DEC/13/2021 18:26:23

Policy #

Update Cancel

Clean Desk policy A Expiration Date 11/19/2021

W BUSINess

Figure 6: Writing a policy.
REVIEW

Review the attached document and request any changes needed.

Solutions / Policy / Policies Search everything Q @ Admin Alice (A
ERERNIER Vacation policy - 1.0

OVERVIEW

36

Review cies Total

MY LAS Accept Yes @) No b Reviewers *  Admin Alice us
v [l Approve

Vaca& Comment | E2 ) (" HI H2 H8 B /7 & U ¢ q = = E s 1 Timestamp 8

A Please rewrite
Policy#4

mm Admin Alice, DEC/13/2021 18:35:38
Policy #

Policy #

Update Cancel

Clean Desk policy A Expiration Date 11/19/2021

W BUSINesS

Figure 7: Reviewing a policy.




APPROVE

Approve the policy so it gets published or send it back to the review step. Published policies are
available in the My Policies section for applicable persons.

Solutions / Policy / Policies Search everything Q @ Admin Alice (A
OVERVIEW Vacation policy - 1.0
OVERVIEW 6
Approve cies Total
MY LAS Approve (@) Yes No Owner*  Admin Alice Us
I} v [l Approve

Vaca& Comment E] ) ( Hl H2 H3 B /7 & U o q = i @ # 0 Timestamp 8

Policy#4 Approved.

mm Admin Alice,, DEC/13/2021 18:42:50

Policy #

Policy #

W susness
Clean Desk policy A Expiration Date 11/19/2021

Figure 8: Approving a policy.




REVISIONS

Get a structured overview of the policy revisions grouped by their current workflow step and
monitor the revision progress. You can quickly download and review policy documents from the
card view.

@ Al A
REVISIONS
IE PPRO
Business Continuity
Incidond Clean Desk policy PE Clean desk policy AB Policy #2 AA Policy #5
Internal Audit te Business - Cybersecurit DETAILS v Business
DETAILS = DETAILS x DETAILS *

Internal Control

Employee Referral  pg Policy #1
IT Risk Policy
Policy PEIAILS =
My Policies
Policies NIST CSF - 2 s N

Reg Change
[

) Regulatory Change *

Figure 9: Revisions section.
POLICIES

Create and manage policies from a single repository. You can filter policies by category and
manage expired policies and open attestations in interactive dashboards.

= VISION POLICIES
Filters
(<] i Pol y
[ c & ;
& [ -
NAME
[ 3th Party
| ! Clean desk policy
Clean desk polic Cubers e 2/2/2 WRITE
A Clean Desk polic
' Internal PREP
mpliance Standards ;
@ Beneficial Ownership F S—
AB Adrr 2/9/2 New Ve 13 year Near due erdue
& Custom Poli
19, Ne!
nen Actior
@ ersecuri
Pete 21 e - -
Data Privacy .
A ! cy_policy11_imported
’ ! 11 Nev
r?‘w cy_policy12_im
1 New
'y o cy_policy13_ir
- 11 New
Emergency Rows per page: 25 v 1-250f 36 » Moderate
>

Figure 10: Policies section.



ACTIONS

Quickly address high-priority issues related to your policies and procedures and enjoy an intuitive
remediation and approval workflow with automatic notifications.

:D Solutions / Policy / Actions v @ Admin Alice (A
= OPEN  CLOSEL  {» A 2021_00078 - Update employee referral policy
2] OVERVIEW m o &
&
LAST U
General Information
A Y
12/13/2021
A Bierils Name Update employee referral policy D  A_2021_00078
12/13/2021
Assignec
Responsible Admin Alice Creation Date  12/13/2021
Flagged
& 1172099
Approvel Admin Alice Due Date =~ 6/11/2022
i )
Division Accounting (Chicago) Revised Date
A
_ Priority
Q
i
A Description 2 ™M (" Hl H2 H3 B /7 & U © q = = & ® {} Timestamp B
Please update the employee referral policy to reflect our latest changes after new acquisitions and rebranding
i)
Admin Alice, DEC/13/2021 17:51:06
&
Lo
&
Lo
& Update Cance
Rows per page: 25 v 1-20f2
>

Figure 11: Creating an action.



Notifications are sent via e-mail and system inbox, from where you can quickly check what needs
to be done. E-mail reminders for pending tasks can be sent from the list, which can be filtered to
display actions according to their status, owner, priority and to show those flagged as important.

feo) ®  Admin Alice (A
= OPEN
@
©
NAME APPROVER PRIOR DUE DA STATUS FLAGG LASTU
A Y Update clean desk policy
- PE Petra moderate 5/8/2022 REMEDIATE 12/13/2021
Acade —
A Overdue 5 | P——
update employee referral policy .
Jpdate employes refera ! A& Admin Alice moderate 6/11/202  REMEDIATE 12/13/2021
Assigned to me Accounting (Chicago _—
®
Flagged
(<]
@
& b
kS
A
Rows per page: 25 v 1-20f2
>

Figure 12: Actions — Monitor action items



ATTESTATIONS

Get attestation that your policies and procedures are being followed and track expired or
unanswered attestations.

QO @  Admin Alice (A
= ONGOING CLOSED
@ - pired Attestations by Perio
& IR — o o Expired Attestations by Period
2
@
NAME START DATE DUE DATE RATING PROGRESS
A Vacation Policy 2022 i .
: : 12/8/2021 12/31/2021 25% 50% 1
A Employee Referral Policy
‘ piey o 12/8/2021 12/31/2021 25% 25%
@ cy_policy9_imported o
:;"“” S 12/11/2021 12/10/2022 0% 0% n 6 Months Near Due
& Vacation Policy 2022
A $ene 12/10/2021 12/16/2025 0% U D
1 Top 10 Unanswered Attestations by Division &
=)
A
2
A Q‘\\’b
&
Ny
of
Rows per page: 25 w 1-40f4
>

Figure 13: Attestations section.

When you create a policy attestation, applicable persons are notified to provide attestation, when
they must state that they read and understood the policy.

CO k @ Admin Alice [ A

= All = = C

- POLICY ATTESTATION Perform
Clean Desk policy - 1 [Policy Attestation]

Figure 14: Inbox notification for pending attestation.



You can track each attestation for answer and attestation rate.

ROl solutions / Policy / Attestations Search eve o Q Divisio v @  Admin Alice (&
= Ll ¢ [® Employee Referral Policy - 1 - December 8, 2021 - December 31, 2021
(72 - t Period

General Information

N
E cy revision * Employee Referral Policy Startdate 12/8/2021
1
= ] 12/31/202
1
o E
1
- € Details
9
# v
1 OVERVIEW
a e
. 5 N 5
ns by Division &
A 00 00
i1} Answer rate Attest rate
5]

i

Rows per page: 25 v 1-50f5 =

Figure 15: Attestation details.

LIBRARY

Manage documents, policy categories, people, and your organizational structure in the solution
Library.

@ Pollyanna (P
DIVISION TREE
= My Inbox
SOLUTIONS
& Policy NAME TYPE LAST UPDATED
B sAI360 Organization 11/14/2021
Finance and Accounting Department 12/7/2021
Revenue Operations Department 12/7/2021
F
Risk Line Of Business 11/23/2021
@ AMER Region 11/23/2021
Library @& APAC Region 11/2372021
% Organization
9 @& EMEA Region 11/2372021
Divisions
E ITRM DIVISION Organization 11/30/2021
Rows per page: 25 v 1-250f 44 »

Figure 16: Managing divisions in the Library.



Roles and Responsibilities

Role-based access control allows you to grant users permission to perform specific tasks by
assigning users to roles with predefined sets of permissions.

All roles have permission to perform tasks from inbox notifications and view assigned policies in
the My Policies section. The following system roles are available by default:

ROLE PERMISSIONS

Policy Viewer e Perform assigned tasks from inbox notifications, such
as performing a policy attestation.
e View policies in the My Policies section

Policy Owner e View and create policies
e View and create actions

Policy Contributor e View policies and policy revisions
e Contribute as a policy writer and reviewer

Policy Manager Full access to the solution features, including managing
persons, groups, and policy categories in the Library.



Contact Us

We'd love to learn about your business needs.

Contact us and request a demo at https://www.sai360.com/risk/request-demo.

Experts are available to talk through your compliance risk and learning issues and provide a
custom demonstration of our solutions.


https://www.sai360.com/risk/request-demo

